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Environment:
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Server Firewall Client
Server IP address: 192.168.1.100

Client IP address: 192.168.1.200

Firewall IP address: 192.168.1.1
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Setup Procedure:

1.Bind M 3R#A8 K X —{Elbridge interface:
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# rpm —ivh bridge-utils-*

EXjEZE I eth0Edeth1 bindkbriO interface.



# ifconfig eth0 0.0.0.0
# ifconfig eth1 0.0.0.0
# brctl addbr briO

# brctl addif bri0 eth0
# brctl addif bri0 eth1

#{Tbrctl showlgs2—T:

# brctl show
bridge name  bridge id STP enabled interfaces
bri0 8000.00034730c5b3 no ethO

eth1
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BRENHIE:

Static IP:

# ifconfig bri0 192.168.1.1 netmask 255.255.255.0 up

DHCP Client:

# dhclient bri0
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2. Allow IP forwarding

# vi /etc/sysctl.conf

# Controls IP packet forwarding
net.ipv4.ip_forward = 1

#sysctl —p
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# iptables -P FORWARD DROP
Izt — T ServerBdClientBRIEZESE A E!
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# iptables -A FORWARD —m state —state RELATED,ESTABLISHED —j
ACCEPT

Fal—]

a2 E L EFicmp echo request:

# iptables —A FORWARD —s 192.168.1.0/24 —p icmp —icmp-type 8 —j
ACCEPT

I E R BServero] MEB M 1FEREZZClient:

# iptables —-A FORWARD —s 192.168.1.100/32 —d 192.168.1.200/32 —p
tcp —dport 139 —j ACCEPT

# iptables —~A FORWARD —s 192.168.1.100/32 —d 192.168.1.200/32 —p
tcp —dport 445 —j ACCEPT
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