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root # openssl genrsa -out ldap.l-penguin.idv.tw.key 1024
Generating RSA private key, 1024 bit long modulus
........................................................................ +H++++

e is 65537 (0x10001)
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root # openssl req -new -key ldap.l-penguin.idv.tw.key -out ldap.l-
penguin.idv.tw.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:TW

State or Province Name (full name) [Berkshire] :Taiwan

Locality Name (eg, city) [Newbury]:Taipei County

Organization Name (eg, company) [My Company Ltd]:l-penguin Corp.

Organizational Unit Name (eg, section) []:IT
Common Name (eg, your name or your server's hostname) []:ldap.l-penguin.idv.tw
Email Address []:steven@l-penguin.idv.tw

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

root #
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root # openssl x509 -req -days 365 -in ldap.l-penguin.idv.tw.csr -CA ca.l-
penguin.idv.tw.crt -CAkey ca.l-penguin.idv.tw.key -CAcreateserial -out ldap.l-
penguin.idv.tw.crt

Signature ok

subject=/C=TW/ST=Taiwan/L=Taipei County/O=l-penguin Corp./OU=IT/CN=1ldap.l-
penguin.idv.tw/emailAddress=steven@l-penguin.idv.tw

Getting CA Private Key

Enter pass phrase for ca.l-penguin.idv.tw.key:your password

root #

dF E w2 15 > 4 ldap.l-penguin.idv.tw } 3% B BEEDREMNE
root # 1ls -1

total 12

-rw-r--r—-—- 1 root root 1017 Feb 21 01:12 ldap.l-penguin.idv.tw.crt
-rw-r--r-- 1 root root 737 Feb 21 00:55 ldap.l-penguin.idv.tw.csr
-rw-r--r-- 1 root root 887 Feb 21 00:54 ldap.l-penguin.idv.tw.key
root #

3K Z_ slapd.conf
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root # vi /etc/openldap/slapd.conf

TLSCipherSuite HIGH: :MEDIUM:LOW

+ REBIER

TLSCertificateFile /CA/ldap.l-penguin.idv.tw.crt

# BRELEBRRSRER

TLSCertificateKeyFile /CA/ldap.l-penguin.idv.tw.key

# ATEx# OpenLDAP

root # service ldap restart

Stopping slapd: [ OK ]
Checking configuration files for slapd: config file testing succeeded

[ OK 1]
Starting slapd: [ OK ]
root #

FE3 OpenLDAP £_%F 7 BFL 636 3%

root # netstat -ntulp | grep slapd

tecp 0 0 0.0.0.0:389 0.0.0.0:% LISTEN 1737/slapd
tecp 0 0 0.0.0.0:636 0.0.0.0:% LISTEN 1737/slapd
tcp 0 0 :::389 333w LISTEN 1737/slapd
tcp 0 0 :::636 g & LISTEN 1737/slapd
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For more articles, please visit http://www.l-penguin.idv.tw/

f’r—*ﬁ ! JF+ & (Tzu-Yi Liao)
Certified : LPIC Level I, LPIC Level II, RHCE

E-mail : steven@ms.ntcb.edu.tw

Web site : Steven's Linux Note (http://www.l-penguin.idv.tw/)
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