Enterprise Linux § 3L

RHEL 4 e1% > #7i8+4] —Security Enhanced Linux

SELinux ( Security Enhanced Linux) ¥ _RHEL 4 #% > 37#+4] » 2 % § RHEL
4enie v FEr T Fefben® 240 E 4ot D AR R R - B ITE Y S)
FFP UM AR v R HF3T SELInU AR SR i@ (] 0 AR ¥ ;“B’“ﬁ* p NS
e T T EE A * SELinUX &k p 37 % seeng 2484 o
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SELinux ( Security Enhanced Linux) &7 # & 4.4 B %% > % (National
Security Agency ) B3 > v EE4E Kernel 2 1 ch% 2484 RELE A
¥ T RHEITERS ﬁ:ﬁ hf 4 > A#E H o SELinux ¥ 317 12 Policy A
Az s B 28 S U R % }_’T—% CEPTE L 3 PRI AL 3
g * s+ o SELinUX ¥ 3 & - JRirdp L2 2 Policy (Mandatory Access
Control)» @ I 2L §_irig 3t 18 &t user/group/other % root tEELenff H 4B U

;% (Discretinoary Access Control ) -

for,
’ g

Kernel

Discretionary Access Control Mandatory Access Control
Once a security exploit gains access to Kernel policy defines application
priveleged system component, the rights, firewalling applications from
entire system is compromised. compromising the entire system.,

B 1 ~ SELinux % 457 & B
744 kR © Security Features in Red Hat Enterprise Linux 4
DAC (Discretionary access control) 4] : d ik dﬁ#—”‘f&“? » B4 @ 58 Linux e
MAC (Mandatory Access Control) ##] : d % > 4|3 I kAR B |4 SELinux o
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RHEL4 #- SELinux £ — & 7| %% R pRI%40 11 EE & > ¢ 325 BIND ~ Network
Time Protocol (NTP) ~ Apache > ¢ (7 H Bghiv g {4 b + 3pE - H & F4BR %
2RBhE > T St A2 7 IR R LS SELInUX e 0 235
& — JRFA$] TPt e SELinux & ] o @& XehLinux ik ka8 5% L 2~ Web

Server> ¥ it $#RE B PIREFE ;w1 SELinux éhi%# > 827X Web Server

BT RETERRIRS (F2)-

SELinux System

Traditional System

Attacker Attacker
Fassword
Files /
Access ;
- tolnternal Firewall
MNetwork Rules

Bl 2~ @58 Linux ¥2 SELIinUX % > %4+ 5§

# ¥ SELinux

=2

% £ RHEL4 chidg” » € N RA4cB 3 end o o 3K A F g+ SELinux> % =%
gegag ¢ TEe* ) SELinux »
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Rk LT R T ROE 2
I - T2 BRI AT LIk S—
IR R AR - O sssiE A (SSH)
H R o—— 0] §4EifalfEas (HTTP. HTTPS)
“_ﬁj HURAUESR A% O fxiss (FTP)

O ®i+fHRR (SMTP)
R GIE — EERTAGIS A R &
UL A /f\f’FITfTFI’“
LEaE | HeeEEEL

{5 S LR AR AR A I HE - B ,‘.E': :
Security Enhanced | ‘lnux, HESREEPERT Linux) f{EEE
/\T_Xf—‘—1 {F]Hﬁﬂg' HF"@H"@ Linux, fl%l"& r*.aﬂ f‘?'}:ﬁ & _ uﬁf‘ 5 ﬂ —”).rﬁ SELinux u.!k%éll

Be) (K R4 BT B : |
DA i BRER
He HH SELinux 7 :

R K — RinERRER
B CitE » (PR R
MR (R T THEHY
SESh) o THECEILT » B A
R B S i e 25 4 B
fEELE (0 DNS [F]fEEL
DHCP #3k) - fEiﬁHf;T...,%f%

T AL el
| Baanmnew | | Burose) 4 2@ |

Bl 3~ % % pF SELinuX i 7%

T 3 BEI DL WA L

B 2% (Disabled): iz * SELinux # &%
B &2 (Warn Permissive) : AT &2 2 4
B jix* (Active /Enforcing) g% & © 5 4134 7 SELInuUX # &t

s Se®_F Exd SELinux e73% %0 o4k ifetc/sysconfig/selinux » % % = 18 >
%7 #x* SELinux: ¥ & ﬁ/etc/sysconflg/sellnux MR OE AR SLTE R AT KL
SELInux o

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - SELinux is fully disabled.

SELINUX=enforcing

# SELINUXTYPE-= type of policy in use. Possible values are:

# targeted - Only targeted network daemons are protected.
# strict - Full SELinux protection.
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SELINUXTYPE=targeted

SELINUX %#i& : 7 [enforcing -~ permissive - disabled | 4 %] ¥ &% 5 pF i
BT I’}é:ts» \gg% ~ BT I

SELINUXTYPE %-#f : 3 [targeted - strict, & f&
SELINUXTYPE=targeted : % 4 i 4p B JR 7%

SELINUXTYPE=strict : = g enifihs iv > ¢ 7 REIRGE ~ - &dp 4 2 ¥ 425
:x: e RHEL4 p & & & 3 strict policy » ¥ # & targeted policy

“R-_Policy - # 73 ¥ 7 ks Policy 83§ 8 ¥ RAFAS (blhopeds
WWW Server) » & Process & 34 (7# (TpF » % ,?fq.%g i P Policy #t#4] Z_p & %
B —*‘Ff 2 Process #p ¥t B g F > dod% DAV IAING L it o % ifj%ug L

in Bk T A o

SELinux & & = ;¢ £ 2 3t § suchig * ¥ '3 & SELinUX ¢ » e F & b pF
g senie v e SELInuX 11 i I 7 4 0 o

SELinux & Jf"f mﬁh{% & - 45 o Policy 41 ¥ 11z SELinux #3430k o 4ok
FlEhx R g SELinUX E& % 2 0@ SR §R IAFREE VTR
< zz%r o NSA #= #] 2_Security Policy &1 ivd 2 2 5 i1 ki m RedHat,

Novell SUSE, - Fedora... % % » Tl - ® A& » e Policy -

@ targeted policy ¥ #_RHEL 4 = #_s 4+ e policy » it # targeted policy =% 4
5O T S e R R

e dhcpd
e httpd

e mysgld
e named
e nscd

e ntpd

e portmap
e postgres
e snmpd
e squid

e syslogd
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3I ! targeted policy p 7 & *t /etc/selinux/targeted/

B0 e 3 ,gg—g 7 i € 58 [+ A-E_targeted policy > ¥+ SELinux » & &2
HREARL > B ORI AR & frip SELINUX Rk b i e EE PR 0 4rip H o 2
Mo zg@iﬂ*ﬁ;‘}_fﬁﬁg v F X J“"#Hn"é s { 4 A 3 o Bl4c R & root
¥ ER L ATECR B PRIR 0 IR S T A Fl 5 X 3 SELinux Al A &2 E A iF e
T & idﬂﬂ* B H P TR iSJFf gfrz’* SELinux § #F % siig & # AR

- R S SELinux 4 £ -

F B~ : SELinux $ httpd daemon 8% 58

]

d’ﬁ;?f 1~ Ec?* SELinux

F A0 F % K Ak SELinux > 3 E %1 2 SELINUX X 4%
letc/sysconfig/selinux » 33 SELINUX iz %%k = enforcing > 2R {s £ 37F % -
W g F BB NS s L o BlheB] 4 F 5 ] AUM T syslogd 2
portmap =3t 4, 5 HF imet a4 £ 7] 5 £ SELinux #r & # ¢ ¥ % targeted
policy 7 &-#tiz = B daemon B % 247 » T A ¢ NIigE H a4 o

LB blF R f A& EKpFiet SELinux > 2 {8 g g% SELinux 4 § ¢ 7
4o @] 4 hsE I A o

[Setting network parameters:

ringing up interface ethA:

[Starting system logger:|syslogdl error while loading shared libraries: -lib-s1d-1
inux.so0.2: cannot apply additiomal memory protection after relocation: Permissio
n denied

[ 1
[Starting kernel logger: [ 1
Starting irgbalance: [ 1
[Starting|portmap: laudit(1119482531.354:8): avc: denied { read ¥ for pid=1722
exe=ssbin/portmap name=1libnsl-2.3.4.s0 dev=dm-B8 ino=67194 scontext=user_u:system
r:portmap_t tcontext=system_u:object_r:file_t tclass=file

udit(1119482531.355:8): avc: denied { read ¥ for pid=172Z2 exe=rsbin/portmap
name=1ibnsl-2.3.4.50 dev=dm-8 ino=67194 scontext=user_u:!system_r:portmap_t tcont
ext=system_u:object_r:file_t tclass=file

portmap: error while loading shared libraries: libnsl.so.1: cannot open shared o
hject file: No such file or directory

[Starting NFS statd:
[Starting NF54 idmapd:
i other filesystems:
[Starting automount:No Mountpoints Defined
Starting smartd:
[Starting acpi daemon:
Btarting cups: _

Bl 4 : Ex* SELinux & 45 3830 4
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# 2% 2 ~ fx#s httpd daemon

FR =1 % root ¥ i> fxd hitpd daemon

[root@serverl ~)# service httpd restart

Stopping httpd: [FAILED]
Starting httpd: /usr/sbin/httpd: error while loading shared libraries: libpcre.so.0:
cannot open shared object file: No such file or directory

[FAILED]
PG EANM- e gL o R root gods httpd » R R
I RFeE Q224 0 B _SELinux T4 | SELinux £c* ch3%k BT > root # £ 2
T ER TS o

%2 3~ 1% sestatus &% SELinux j &

B ﬁ ¥ 41 * sestatus &I . SELinux s £
sestatus F /=
Usage: sestatus [OPTION]

-v Verbose check of process and file contexts.
Without options, show SELinux status.

[root@serverl ~]# sestatus

SELinux status: enabled € SELinux Ex# &k ik

SELinuxfs mount: /selinux € selinuxfs #f % % ffuﬁ:‘?‘%@

Current mode: enforcing € p » SELINUX e * #3¢

Mode from config file: enforcing € p » SELINUX x#* #3% a73% 2 4%
Policy version: 18 < SELinux Policy z_ %

Policy from config file:targeted € SELinux fz* 3% ek T 4% 0 & F-

Policy booleans: €SELinux Policy ## kg (# ﬁfﬁfl&{o 4= 1) active
TRAFHRESZ 15 inactive Fix & F4kiE i 0o

allow_ypbind inactive
dhcpd_disable_trans active
httpd_disable_trans inactive
httpd_enable_cgi active
httpd_enable_homedirs active
httpd_ssi_exec active
httpd_tty _comm inactive
httpd_unified active
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mysqld_disable_trans inactive

named_disable_trans inactive
named_write_master_zones inactive
nscd_disable_trans inactive
ntpd_disable_trans inactive
portmap_disable_trans inactive
postgresql_disable_trans active

snmpd_disable_trans inactive
squid_disable_trans inactive
syslogd_disable_trans inactive
winbind_disable_trans active

ypbind_disable_trans inactive

#H 3 4~ &% SELinux - £ A7fc# httpd

i :x SELinux % z_fh/etc/sysconfig/selinux » 33 SELINUX iz i %8k =
disable » 25 £ ATHE 8 o

[root@serverl ~)# vi /etc/sysconfig/selinux

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - SELinux is fully disabled.

SELINUX= disabled

# SELINUXTYPE-= type of policy in use. Possible values are:

# targeted - Only targeted network daemons are protected.
# strict - Full SELinux protection.

SELINUXTYPE=targeted

[root@serverl ~]#reboot

[root@serverl ~]# sestatus
SELIinux status: disabled

[root@serverl ~]# service httpd restart

Stopping httpd: [FAILED]
Starting httpd: [ OK ]
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root z_ #1114 & ;% g 1 fx$ httpd & F]4_Policy ¥ Thttpd_disable_trans

inactive j R #7k o LA~ ff RHEL4 hig * ¢ - 23d ¥ % 4oif ie 4 SELinux
targeted policy ¥ [ httpd_disable_trans inactive | #7i & 10 3h F i » F R
Bk E_SELinux ¥4 » i # SELinux &% > — > if vg 4| § » & F » % Bk
* SELiNuX > 4ot (872 A 43 BEFFE RS © T o i—'ﬁ i 4 % RHEL 4 s targeted
policy #» i %] en® 3P| eni®* 2 4ofp 44 X 15% > P activelinactive -

#* % targeted policy

targeted policy p 7 % *% /etc/selinux/targeted/ » }* P 4x¢ 2 T 5| S B+ P &K%
th#

[root@serverl ~J# Is -l /etc/selinux/targeted/

-TWX------ 1rootroot 432 Jun 22 22:22 booleans

drwxr-xr-x 4 root root 4096 Mar 23 04:11 contexts

drwxr-xr-x 2 root root 4096 Mar 23 04:11 policy

booleans : % *ctargeted policy ® = i *T§| 7 F k&
contexts/ : &% 13 iz B targeted policyrisecurity contexts -
policy/ : %% = i& = 4] i shpolicy4 o

% 4 booleans #; e % 0 —‘F% ¢ % MA-* sestatus 4p 4 ﬂi%].%% ® & Policy
booleans % £38 p - > X ZiEBAEE PN & BUFRPIenE 5 0/ & sestatus
i 5t ;2 5 activel/inactive -

[root@serverl /etc/selinux/targeted]# cat booleans
allow_ypbind=1
dhcpd_disable_trans=0
httpd_disable_trans=0
httpd_enable_cgi=1
httpd_enable_homedirs=1
httpd_ssi_exec=1
httpd_tty comm=0
httpd_unified=1
mysqld_disable_trans=0
named_disable trans=0
named_write_master_zones=0
nscd_disable_trans=0
ntpd_disable_trans=0
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portmap_disable_trans=0
postgresql_disable_trans=0
snmpd_disable_trans=0
squid_disable_trans=0
syslogd_disable_trans=0
winbind_disable_trans=0
ypbind_disable_trans=0

% 7 # i :z/etc/selinux/targeted/booleans

SELinux # # getsebool ¥ % § targeted policy # % & *AF [P L F 5 7% &
setsebool ¥ # 4| per % T ¢ AzbivH @ o

getsebool F i :
Usage: getsebool -a or getsebool boolean...
-a: 8o #73 SELinux # ki

%) £39 allow_ypbind ~ dhcpd_disable_trans "L p £ 3 & % ¢
[root@serverl ~]# getsebool allow_ypbind dhcpd_disable_trans
allow_ypbind --> active

dhcpd_disable_trans --> inactive

d getsebool ¥ 3| allow_ypbind 2P| i £_ic* ¢ (active) #
dhcpd_disable_trans LR i £ 2518 * ¢ (inactive) - &P 4 5
letc/selinux/targeted P 4™ booleans #§ % iz B 78 P g -

[root@serverl /etc/selinux/targeted]# head -2 booleans

allow_ypbind=1

dhcpd_disable_trans=0

g bifdp b T @A
letc/selinux/targeted/ booleans 4% * X B p chiE % 5 1 % & active -

letc/selinux/targeted /booleans #,% ® % 7 p shie % = 0 T & inactive -

¥ & 14 #x/etc/selinux/targeted/ booleans # % % B B (FIH|HP]) HF HRiE
(0/1 ; inactive/active ) ¥ {]* setsebool 4y %

setsebool %
Usage: setsebool [ -P ] boolean value | booll=vall bool2=val2...
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[-P]:F i3 Sfte-PE > g2 TigeeieRMY 27 0 (WA 07 HRiE S
w2 ¢ { &7 booleans # % - § & S & ATH ¥ ¢ 2 45/etc/selinux/targeted/
booleans k7 k(e & T8 F Ex ¥ L rTH2E] o T ude % T R A A 4 2k i
LS P -PiEIE

§ %) ¢ i3 httpd_disable_trans % &

[root@serverl ~]# getsebool httpd_disable trans € % :§ . &
httpd_disable_trans --> inactive

[root@serverl ~]# grep httpd_disable_trans /etc/selinux/targeted/booleans
httpd_disable_trans=0

[root@serverl ~]# setsebool httpd _disable trans=1

[root@serverl ~J# getsebool httpd_disable_trans

httpd_disable_trans --> active

[root@serverl ~]# grep httpd_disable_trans /etc/selinux/targeted/booleans
httpd_disable_trans=0 < & :z % booleans # % cp %

[root@serverl ~])# setsebool —P httpd_disable trans=1

[root@serverl ~J# getsebool httpd_disable_trans

httpd_disable_trans --> active

[root@serverl ~]# grep httpd_disable_trans /etc/selinux/targeted/booleans
httpd_disable_trans=1 < :z % booleans #§ % p %

£ 7 i€ * getsebool 2 setsebool 5 4 kA f % i %

letc/selinux/targeted/booleans % B3 B (&% >3p]) e $kiE*t » RHEL 4 &
# i1 B2 ¢ 21 27 system-config-securitylevel ;7 r1 % £33 2 i3 s 2 # frig -
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)l
E}&L ERERFNE SR -

B3 (E) | SELinux |

R (T fTiEskis - #AE R )

9Ri8 HEl @ Enforcing

EURURE © | targeted v

{27 SELinux FIEH

Allow HTTPD cgi support
Allow HTTPD to read home directories
Allow HTTPD to run 55| executables in the same domain as system CGI scripts.
[[] Disable SELinux protection for httpd daemon
Unify HTTPD handling of all content files.

Name Service

NIS

SELinux Service Protection

Hit

v v v v

| xmno || Lmeo

B 5 : system-config-securitylevel & &
" system-config-securitylevel | 1 £ TR Lok oW T kg ek
SELinux = - system-config-securitylevel # 1 T i3 :z SELinux g i | 1=
2e ¢ grg P & ¥R /etc/selinux/targeted/booleans # B3 p o

system-config-securityleve £ /etc/selinux/targeted/booleans

TR+t vnREIREE M0 > HFL X+ system-config-securitylevel |
A
1 E k¥t R /etc/selinux/targeted/booleans 4% % ¢ &3 p o

B HTTPD Serivce
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B IR (E) | SELinu |

R (AR fEalise » 00040 a3 R Bh v )
G2 HEl:  Enforcing

ECFER ¢ | targeted

figdy SELinux FIECSH

i HTTPD Service

Allow HTTPD cgi support
Allow HTTPD to read home directories

[] Disable SELinux protection for httpd dasmon
Unify HTTPD handling of all content files.

Allow HTTPD to run S5I executables in the same domain as system CGI scripts.

[+]

S

B 6 : HTTPD Service & &

% 1 : HTTPD Service SELinux 7z i ¥ booleans %} p& %

HTTPD Service %z %] AR B booleans %} & 78 p
Allow HTTPD cig support 4] httpd_enable_cgi=1
Allow HTTPD to read home directories 4 httpd_enable_homedirs=1
Allow HTTPD to run SSI executables is the same

_ . ] httpd_ssi_exec=1

domain as system CGlI scripts
Disable SELinux protection for httpd daemon O httpd_disable_trans=0
Unify HTTPD handling of all content files A httpd_unified=1

B Name Serivce

B A B IR (E) | SELinux

B (EfTisskiE - A HEr s EE )
92 HEl:  Enforcing

AN ¢ | targeted

28k SELinux BYUELCHE

[ HTTPD Service

L] Allow named to overwrite master zone files
[] Disable SELinux protection for named daemon

[] Disable SELinux protection for nscd daemon

[ Kl

i MName Service

[+]

s

[¢]
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B 7 : Name Service % &

% 2 : Name Service SELinux 7z i 27 booleans %t %

<4y

T

HTTPD Service #g &| F2k B booleans %t /&7 p

Allow named to overwrite master zone files named_write_master_zones=0

Disable SELinux protection for named daemon named_disable_trans=0

o (oo

Disables SELinux protection for nscd daemon nscd_disable_trans=0

B NIS

B KR () | SELinux |
B (FETER > AL/ EH R EE)

L

aiE HEl:  Enforcing

ECREH ¢ | targeted v

2% SELinux AIECHE

[ Name Senvice ™

Allow daemons to run with NIS

[] Disable SELinux protection for ypbind daemon

R

[+ SELinux Service Protection

[ Hith

[4]

B 8 : NIS Service 3 &

% 3 : NIS SELinux 7z i ¥2 booleans % p& %

NIS #g %) TR B booleans ¥} &% p
Allow deamons to run with NIS ] httpd_enable_cgi=1
Disable SELinux protection for ypbind daemon O ypbind_disable_trans=0

B SELinux Service Protection
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B Kl EIE (E) | SELinux
B (E{riEthis - ECREFEEER )

902 HEl:  Enforcing

ECHEER | targeted v

&2 SELinux [YEF

= SELinux Service Protection

[] Disable SELinux protection for dhcpd daemon

[+]

[] Disable SELinux protection for mysgld daemon
[] Disable SELinux protection for ntpd daemon

[] Disable SELinux protection for portmap daemon
[] Disable SELinux protection for postgresgl daesmon

s

[] Disable SELinux protection for snmpd daemon
[] Disable SELinux protection for squid daemon

[] Disable SELinux protection for syslogd daesmon
[+ Hith

[<]

B 9 : SELinux Service Protection % &

~2

% 4 : SELinux Service Protection 7z i ¥? booleans %+ %

NIS %z &) FER B booleans %t/ 78 B
Disable SELinux protection for dhcpd daemon O dhcpd_disable_trans=0
Disable SELinux protection for mysqgld daemon O mysqld_disable_trans=0
Disable SELinux protection for ntpd daemon O ntpd_disable_trans=0
Disable SELinux protection for portmap daemon O portmap_disable_trans=0
Disable SELinux protection for postgresql daemon O postgresqgl_disable_trans=0
Disable SELinux protection for snmpd daemon O snmpd_disable_trans=0
Disable SELinux protection for squid daemon O squid_disable_trans=0
Disable SELinux protection for syslogd daemon O syslogd_disable_trans=0

m HE
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B MBI (E) | SELinux
B (s - e mEEEEhEa )

92 HEl . Enforcing

ECFARN ¢ | targeted v

2% SELinux BB

HTTPD Service
Mame Service
NIS
SELinux Service Protection
Hofh
L] httpd_tty_comm

w0 ==

|

[ ] winbind_disable_trans

M10: 2 F 5
z

#. 5 : SELinux Service Protection ¥

~

A9

#7 pooleans % %

NIS %z &) FER B booleans %t/ 78 B
httpd_tty_comm O httpd_tty_comm=0
Winbind_disable_trans O winbind_disable_trans=0

F o= ¢ ie® SELinux ¥ httpd daemon ik

e [FolimR- 17 o #If* SELinux i = httpd &2 "8 flkcd > H 1 & R
F]E_FE % 75 - SELinux ¢ %3 httpd daemon - # # iz P A MR £ ATkH
(httpd_disable_trans=0/inactive ) - [ i s - ] 3= & % SELinux & #* 12 fz ;&b p
32 > AJFHUE K httpd_disable_trans :x i 10 £ & #74c# httpd deamon > &
BLET AR

# 2 1~ 4§ httpd_disable_trans £ 3 fc#

f1* getsebool 45 £ & " system-config-securitylevel | 1 & # % o
[root@serverl ~]# getsebool httpd_disable_trans € 4 [ R &
httpd_disable_trans --> inactive
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(=J(5)(*)

)6 =
‘@']{lﬁk RS -

B3 (E) | SELinux |

R (T fTiEskis - #AE R )

9Ri8 HEl @ Enforcing

EURURE © | targeted v|

{27 SELinux FIEH
Allow HTTPD cgi support
Allow HTTPD to read home directories
Allow HTTPD to run 55| executables in the same domain as system CGI scripts.
| [[] Disable SELinux protection for httpd daemonl

Unify HTTPD handling of all content files.

Name Service

NIS

SELinux Service Protection

Hit

v v v v

| ® MO ‘ ‘ o HE ()

B 12 : " Disable SELinux protection for httpd daemon | % =

P PF > B omE £ F7Ecds httpd daemon
[root@serverl ~J# service httpd restart
Stopping httpd: [FAILED]
Starting httpd: /usr/sbin/httpd: error while loading shared libraries: libpcre.so0.0:
cannot open shared object file: No such file or directory

[FAILED]

#H 3¢ 2~ f&* httpd_disable_trans

41* setsebool % httpd_disable_trans % kg 5 1 (fx* )
[root@serverl ~J# setsebool —P httpd_disable_trans=1
[root@serverl ~J# getsebool httpd_disable_trans
httpd_disable_trans --> active

g 4 3T E S 0 | kcde [ system-config-securitylevel ; 1 £ ¢ 4 3 " Disable
SELinux protection for httpd daemon | 78 p ke % 5 T = 58 o
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=/
tﬁ“]d{hb RRBRGNE L TR -

B ki EIE(E) | SELinux

R UEfTiERE - AR S )

@38 HEl @ Enforcing

HORR © | targeted B

{82 SELinux AYECH
Allow HTTPD cgi support
Allow HTTPD to read home directories
Allow HTTPD to run 55| executables in the same domain as system CGI scripts.
I Disable SELinux protection for httpd daemon |

Unify HTTPD handling of all content files.

Name Service

NIS

SELinux Service Protection

Hiftl

Vv YV

| ®mmo || 2me© |

B 12 : = fx* T Disable SELinux protection for httpd daemon | % &

% 2 3 - £ #7¢c# httpd daemon
[root@serverl ~J# service httpd restart

Stopping httpd: [FAILED]
Starting httpd: [ OK ]
{¢ 3% 1 SELinuX Z_$ 45 e il 41 % 7 * RHEL 4 3¢ % 0 targeted policy z ¢t

il

pE_policy » iz#* § 5 ¥ % A% 5| SELinux dzimBIw > £ % 751 &
" system-config-securitylevel ; 33 & LB i3 SELInUX sk & 3 1F > 2 {5 e
F Ry E s ROL
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