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PR LHFARINF R0 2 Slave DNS - £ § 2 § DNS 7 - L F
BEXZTFfEZone A F Wit iRE T K fRehZone X 7 ;El,fﬂ’ﬁ * oo L ﬁleﬁ
Ml i3 Y § B4FF 2 (Reverse Lookup) kI s 3 Fyew p

FIL o FEF 4% DNS 4 & % 4% named.conf ¢ mIg xg& doin @ T Slave
DNS -

X

DNS ¥ 2 (Reverse Lookup) m®

DNS % 7 3% # % 39 f 3 i AL, “T¥ & IP Address i f3 (Forward
Lookup) eh# ic #F > » B 3 - IP Address & 4&" 2 % &AL «hF f#PRix(Reverse
Lookup) -

B 15 DNS F a4z ® > B3k £ & 5 IP Address 211.21.98.10 3 ¢ ﬁé‘?:»
i ? k2 (& * PTRRecord) #:9:E4259 1 f#/n425 F - DNS € L& & 2
AFEAANEVNE FARR 2R RY LEFAAMZ L8752 AP R

Z F18 % root server > root server #-F £ /AT Z 4 arpa server (i ﬁ PE
arpa server ‘:J\'JI-JDTP\" = DNS) > &t £ /L™ % in-addr server > £ 3| f # “7 7
IP Address 211 s en @ PR E > % 00 Bk (8 T] f fr 211.21.98 B E N FIRE
d H & jz Zone ¥4 211.21.98.10 *7 ¥ & i % - 4L 5 www.test.com.tw e
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IP addyess 211.21.98.10 arpa

""\..
i
h |.""-\. 'qi.\""-\.

S

= -
FERE !i!!“-ﬁ“‘zn

o A

i

e + hostname www.test.com.tw
B 1: DNS & f# (Reverse Lookup) & 72 [

NEER S PRBRET PR DG TR ENE LR T A B

‘?

IR S S E AT 3ﬁé@ﬁ'ﬁiqj;&ragﬁﬁLogﬂ%ﬁﬁiﬁﬁéﬁ;
(FQDN) g vhkaor IPAddress i 4 { 2 5 0 Rl M R EORNBEH =

2~% >4 £ 40k & server ¢ i A4 % 0 IP Address £ 39 1 48 & AL(FQDN )
LA 4 (FQDN) # & IP Address £ F - 3 o

I TWNIC it 4 > RIp IPenk f@at 9w = > @ @ B4 7 3] 5% féﬁ‘).:
RIP] B F fEv (2 REpR)L & F1 5 TANET & #p cnda s 2 37 K ISP erpgg? >
;\: o

BIp i A2 B i ¥ 2 g A1 F R R RSP bk FLR
ERFEBHMA TR D KRR IP AFRLf RESL AR DHRHEL
AT - R bl4e o 84 7 Mail Server - € i@ * & F fEELeof ] kg
SPAM & 28 -
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o A i i) PRD RN RFUNF ROFTFOHFAER-PTHB L
DNS Query & f#3Ri> % ik 40% > F f2 ik 60% - 7 F]&_ ﬁ: Pl?izz» g7 IP
iRk B9 (Ex @ WWW ~ MAIL ~ Firewall ---) o

B ol - T HF I T E HAR telnet & ftp IP Address -
€ EEAdd ﬁL’“ »3& ? 4o R T ¥ & /etc/resolv.conf £ /etc/hosts %
A FE DNS%“lT*“rle’%\’*vg PRBIRIFEHMAF RAT R CULF A S
e - RV UZEZRR A EFLEFlimeoutr A A AA ] BIRE 2 F e
g z;*szz:ﬁmv@f%;ww f o

FHRFAHR- ‘2% MasterDNS (£ F 3% )

o

Ben: P> FFRFAR=? °F v MasterDNS > 7 5 F jE %5 o JLH R
Wt DNS 3% B F f25 i o 97 ) Fene S 61.219.23.024 « @ f f F chige s

(Domain) §2+ # < % - # 5 [blue-linux.com - s @PRE I 8 L4 5
rdns.blue-linux.comy IP Address % r61.219.23.88J o

7 ¥% B RHEL 3

3L ¢ RHEL 4 & M $#-chroot #+] - B e 37  RHEL 3

#vi /etc/sysconfig/named

# ROOTDIR=/var/named/chroot = 4 } # » X {s #service named restart =+ -

F BB A o BT K TR Y F %% &/var/named/chroot P 4T ¥e L § I8

Ivar/named/chroot P 4 =/ P 4x- *t:2 & RHEL 3 } & % :z/etc/named.conf ;
& RHEL 4 } 318 12 :</var/named/chroot/etc/named.conf -

HE- LB #z/etc/named.conf 4 > § § £ 61.219.23.0/24 2. 3% =

[root@dns ~]#vi /etc/named.conf
/I generated by named-bootconf.pl

options {
directory "/var/named";
/*
* If there is a firewall between you and nameservers you want
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*to talk to » you might need to uncomment the query-source
* directive below. Previous versions of BIND always asked
* questions using port 53 » but BIND 8.1 uses an unprivileged
* port by default.
*/

/I query-source address * port 53;

Y
I
/I a caching only nameserver config
I
controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; };
Y
zone "." IN {
type hint;
file "named.ca”;
Y

zone "localhost" IN {
type master;
file "localhost.zone";
allow-update { none; };

zone "0.0.127.in-addr.arpa" IN {
type master;
file "named.local”;
allow-update { none; };
Y
HT o ieE 2 FE w2 FHRE Arée r
zone "blue-linux.com” {
type master;
file "db.blue-linux™;

|8

FEXFRE A>T REEYF AL L F oG 61.219.23.0/245 F f2 Zone
File % db.61.219.23 */
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zone "23.219.61.in-addr.arpa" {
type master;
file "db.61.219.23";

}

include "/etc/rndc.key";

HA= L %kBF & Zone File

f/var/named P & ",f 7 2. w4 G v db.blue-linux ¢t > £ %8 L 5
db.61.219.23 & f% Zone File - & B Af & ep 5 4o ¢

[root@dns /var/named]#vi db.blue-linux

$TTL 86400
@ IN SOA dns.blue-linux.com. alex.blue-linux.com. (
2004112001 ; serial number
10800 ;refresh
3600 ;retry
604800 ;expire
0) ;TTL for negative answer

blue-linux.com. IN NS dns.blue-linux.com.
;4 + T 7|1 Resource Record

dns.blue-linux.com. IN A 61.219.23.88
dns2.blue-linux.com. IN A 61.219.23.89
maill.blue-linux.com. IN A 61.219.23.90
mail2.blue-linux.com. IN A 61.219.23.91
ftp IN CNAME dns

Ark E - BHFERFY  BRE o g R FieBRS LA T ftpAR g
»* ftp.blue-linux.com.

blue-linux.com. IN MX 10 maill

blue-linux.com. IN MX 20 mail2

% 7 5 * & F 31 blue-linux.com.( ¥ email # ;¢ 5 user@blue-linux.com ) >
g EET RAERS (FEfo]) Pmaill ;s § maill § #pF > 32 ¢
I mail2 - #r123 ¥ mail2 3 # < Mail Server

stationl IN A 61.219.23.101
station2 IN A 61.219.23. 102
station3 IN A 61.219.23.103
station4 IN A 61.219.23.104
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station5 IN A 61.219.23.105

b w5 7R ARAE > T I SGENERATE 8 H&-TA4HH © 5 Tt 250
;$GENERATE 1-5 station$ A 61.219.23.10%

,Station $ 7 £ 7 stationl-5 - #¢ g # £ # & 5 /77A Record

.Class # =7 7,8 » IN

[root@dns /var/named]# vi db.61.219.23

$TTL 86400
@ IN SOA dns.blue-linux.com. root.dns.blue-linux.com. (

2004112001 ; serial number

10800 ;refresh

3600 ;retry

604800 ;expire

0) ;TTL for negative answer

IN NS dns.blue-linux.com.

88.23.219.61.in-addr.arpa. IN PTR dns.blue-linux.com.
89.23.219.61.in-addr.arpa. IN PTR dns2.blue-linux.com.
90.23.219.61.in-addr.arpa. IN PTR maill.blue-linux.com.
91.23.219.61.in-addr.arpa. IN PTR mail2.blue-linux.com.
101 IN PTR stationl.blue-linux.com.
102 IN PTR station2.blue-linux.com.
103 IN PTR station3.blue-linux.com.
104 IN PTR station4.blue-linux.com.
105 IN PTR station5.blue-linux.com.

Ardk ¥ - BTG 0 B haEE o € p 40 +.23.219.61.in-addr.arpa.
b 5 R R ¥ SGENERATE #8245 1 i 5 T o ez 3t
;$GENERATE 1-5 10% PTR station$.example.com.
S 7R 15 1 FHg g EF LS 777 PTR Record

; Class =7 7,8 » IN
HAZ P ERTHBKTME RPBF R %
[root@dns /var/named]# service named reload
£ A7 » named: [ mz

[root@dns /var/named]# host 61.219.23.88
88.23.219.61.in-addr.arpa domain name pointer dns.blue-linux.com.
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[root@dns /var/named]# host 61.219.23.89

89.23.219.61.in-addr.arpa domain name pointer dns2.blue-linux.com.
[root@dns /var/named]# host 61.219.23.101
101.23.219.61.in-addr.arpa domain name pointer stationl.example.com.
[root@dns /var/named]# host 61.219.23.102
102.23.219.61.in-addr.arpa domain name pointer station2.example.com.

BN GRIREALRREF Rk i SR - LEF RN 2B kg7
L% b - & F 2 DNS sip o v 4 61.219.23.0/24 3 4 i 1 2 3245
AT R R]R TNk RN 0 F b - )é] DNS & #4# 61.219.23.0/24 %t -
DNS > P 4§t F 7 DNS §_7 g k39K 3 M 61.219.23.0/24 F fFenF i o i IR

5 IP 7 Zxig * chifi T o & ¥ T - IE; ClassC# % % | #tif 25 - B Class
C v R E R TR RS D

o #Am- B ClassCo & F'E ISP & % 3k @ F f2 % 4 bl4e HiNet e =
VR TT OA| eyt http /lhidomain.hinet.net/hidns.html & 432 2 4p B 2K 3> Jb e nt
FHREY GF G460 ¥ 25 B 2 (http://hidomain.hinet.net/hidns.html ) -

¥
R R E R

HHAA T BMETEADSLEA K FEE AR ) | TIRERELT
HFARS 1 T8

Hap AREEESEE - 02 2344585 8exn 3132

Hp AEESEE - (2222888555

Hi5s A 2 E-mail address - |2000@tl hinctnzt

KU EE7 1P address @ |210612192-223

H -2 Domain Name : [#hodecom.tw
IPERHost:

FEERREL C LwiEEE . 2 — B AR E— A - SEEERRERELL R
193 IN PTR ftp.abcde. com, tw,

194 IN PTR emall.abcde.com. tw,

199 IN PTRE note.abede. com, tw,

200 IN PTR www.abcde. caom. tur,

205 IN PTR sun.abcde.com. tw,

220 IN PIR ntl.abcde.com. tw,

@2:?":’“"%“\5 HiNet = = Fﬁi%w

FFfEERE T 3 ClassCo B & 5% aISP % FEict §I 2 23 7o B
TJ{ 7 #-61.219.23.0/24 +» 2] 5 16 i Subnet ( °/28) > &~ fie i 16 7 & o
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"g’ 4 A § 61.219.23.0/24 £ DNS ¥ fi# Zone File #-iz # Class C *7 &
% 16 f Subnet - & #-H 324# (Delegation) %iz 16 R @ 59 DNS o 127 -
%t 0 i B2 :2db.61.219.23 > 4 A T % TS

[root@dns /var/named]# vi db.61.219.23

$TTL 86400
@ IN  SOA dns.blue-linux.com. root.dns.blue-linux.com. (
2004112001 ; serial number
10800 ;refresh
3600 ;retry
604800 ;expire
0) ;TTL for negative answer

$ORIGIN  23.219.61.in-addr.arpa.; & 4 F &
s $ORIGIN 22 f6av Mg " @PELR A AT LR S R » X TR
R TR FEEHLF

IN NS dns.blue-linux.com.
; - 16 B REND
R A
companyl IN NS companyl_ns.xxx.com.tw.
i S WA

company?2 IN NS company2_ns.yyy.com.tw.
ik EE4E 16 R F L

.11 $GENERATE 1% ;8 »32 # CNAME > #-% 3 # /A 16 B3 $ £ + DNS:
$GENERATE0-15 $  CNAME $.companyl
$GENERATE 1631 $ CNAME $.company?2

A 16 R

% 7 * A 61.219.23.1 2 & jEpF >

¢ 432 CNAME 2 1. companyl.23.219.61.in-addr.arpa
U FFcompanyl o P e DNS 5 & 2R R T & 5

;zone “companyl. 23.219.61.in-addr.arpa”;

#7 k> % f & companyl. 23.219.61.in-addr.arpa (#73% 61.219.23.0~15 2 ¥

w) 11 DNS (rn\companyl 7DNS) F & pk = 3%k Zone: Zone File z p
Fip i 5z (PTR) thig% 5@ o
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[root@compnayl-dns ~J#vi /etc/named.conf
#ie X T2 F
zone “companyl. 23.219.61.in-addr.arpa” {
type master;
file “db.0-15.23.219.61" ;

[root@compnayl-dns ~J#vi /lvar/named/ db.0-15.23.219.61
file db.0-15.23.219.61

;SOA/NS Record # ##

$ORIGIN companyl1.23.219.61.in-addr.arpa.

1 IN PTR stationl.companyl.com.tw.
2 IN PTR station2.companyl.com.tw.
FoLgEd s ) Class C 2 F @3k R s 4 f20 F 2R 2 53 IP e ISP

- T_'!l“\

i pf@ﬁ,_‘_ﬂ);ﬁ*m,kp““f‘orﬁiﬁz’# CReFfEREL HF G L
et A2t (deR mailserver) ¢ A r F 287 - R B3 - RV i § RIE
B AT FEE TF 2 Record /R FAEL o

named.conf m3g %#% ACL (Access Control List)

# 7T k¥ itletc/named.conf i DNS 3 & % T enimIf 482 §* ACL %
named.conf 2k T 4eip B3 2nF o

m Options 237 p K &

options {

[ directory path_name; |

Zone file s3p % F %= (FE% 2 /etc)
[ named-xfer path_name; |

slave AXFR cshi=% (38% % /etc)
[ dump-file path_name; ]
coredump gk =% (3% 4letc)

[ pid-file path_name; ]

named {7 PID %3 %

[ auth-nxdomain yes_or_no; |
EEHEF A0 T4 (X5 N0) T2 AT R AR IRET B (Cache)
[ fake-iquery yes_or_no; |
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¥ BE.DNS serversnk f2 (g% 2 no)

[ fetch-glue yes_or_no; |

% #a iz f® «hcache (FE3% 2 no)

[ multiple-cnames yes_or_no; |

- & FQDN ¥ % #2IN CNAME % =

[ notify yes_or_no; ]

Zone % { i & (P& 2yes)

[ recursion yes_or_no; ]

e Ao v RO IIREE (FER S yes)

[ forward (only | first); ]

Only i % » # * Forward first B ¢ * Forward

[ forwarders {[in_addr; [in_addr; ...]]1}; ]

H3 R FHELZIP (¥ - 5 DNS) i > Fhofy @R - BAPERE
first o

[ check-names ( master | slave | response ) (warn | fail | ignore);]
t# 4 FQDN ZfL7 &2 44> type % (master|slave | A3 & ﬁ)ﬁk(%’{i | % pz|
[ allow-query { address_match_list }; ]

fLF IR IP 538 0 ¥ 8 * ACL Name

[ allow-transfer { address_match_list }; ]

iwF _IP AXFR (Zone Transfer)» ¥ ¢ * ACL Name

[ listen-on [ port ip_port ] {address_match_list }; ]

DNS Listen port 2 @ s IP5 i@ » 7 223k { %

[ query-source [address(ip_addr|*)][port(ip_port|*)];]

%39 ¢ 2% DNS(IP|Y) i * ip_port » % 23k ¢

[ max-transfer-time-in number; |

AXFR (Zone Transfer) ek~ A4 (g% 5 120m)

[ transfer-format(one-answer|many-answers ); |

AXFR (Zone Transfer) pF— = %4 RR (3% % one-answer)
[ transfers-in number; |

e PR & < (7 AXFR (Zone Transfer) in #&p (g% 5=10)

[ transfers-out number; ]

e P &+ 7 AXFR (Zone Transfer) out #&p (3% 5=10)
[ transfers-per-ns number; |

& 2% NS F pFf AXFR (Zone Transfer) 2 N &

[ version “version_string”;]

B AP SRR R BSAT L ALE >

[ use-id-pool yes_or_no; ]
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A B ﬁga;lg'rsfﬁf:}?f— >aquery ID (FE3K 5 NO) > €34 S 3L f JElR e % 22
[ blackhole { address_match_list }; ]

Kpip IPeanfhzgia &g

[ lame-ttl number; |

* Ut TE AL EY S A4 (0~18000 # ¥ 0 FEX 5 600)

[ max-ncache-ttl number; |

fom FoR B4y (FE3K 5 10800(3H) - N<7D)

mZone %K T

Master Zone

zone “domain_name” {

type master; % 5 1 & Master; % o # = 1 #

file path_name; Zone Files 4y &

[ check-names (warn | fail | ignore ); |

[ allow-update { address_match_list};] w3k p IP ghds g & F7(% *
nsupdate 45 %)

[ allow-query { address_match_list }; |

[ allow-transfer { address_match_list }; ]

[ notify yes_or_no; ] &% 7% { £ 7 e id &rSlave i (NS RR)

[ also-notify { ip_addr; [ ip_addr; ... ] i ¥ 7L % { prid =78 DNS2 #(1P)
!

Slave Zone

zone “domain_name” {

type slave;

[ file path_name; ]

masters [ port ip_port |{ ip_addr;[ip_addr;..]};
[ check-names ( warn | fail | ignore ); |

[ allow-update { address_match_list }; ]
[ allow-query { address_match_list }; |

[ allow-transfer { address_match_list }; ]
[ notify yes_or_no; |

[ also-notify { ip_addr; [ ip_addr; ... ] };
Ji

Forward Zone
zone “domain_name” {
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type forward,;

[ forward (only | first); ]

[ forwarders {[ip_addr; [ip_addr;...]]} ]
[ check-names ( warn | fail | ignore ); |

|8

ACL #3474

1B ATE GBI E > BHBTREITE
acl acl_name {

IP; IP =1t IP/[netmask]

DN; %3¢ &4 *.blue-linux.com

path_name; #% &4 > p 3 ACL

CIDR; IP £ 61.219.23.0/24

None; 23 i@ IP

Any;, =z IP

Localhost; localhost ( 127.0.0.1)

Localnets; %+ ehlP/Netmask ( T 4pid sk i, )
5] 4o

acl Internal {192.168.0.0/24; 61.219.23.0/24;}
AR = S &

allow-transfer { Internal;};

allow-query { Internal;};

BHIFMR- 2% Slave DNS

&4 % % named.conf emIE % 2 is o :T‘.%.;’v" 4 it Slave DNS » 7] % £ % Slave
DNS e i & 1 1% A*Y 12 :2 named.conf -

Slave DNS # it £ 3 & % & » Master DNS enF il & » I 4% i & fLf2 47 chwb ac o
v ¥4 4 i Zone File» 7 ¥ v o1 Zone File _% Master DNS 4f # (Zone
Transfer) @ &keve #7r2 & Slave DNS ¢33k 2. ¢ .1 & 3 & 2 F © 1.3 T DNS
Type & Slave - 2.35 *_Master DNS 1P -

B ERA
iT¥ %% ! RHELES 3.0 5%

Master DNS : dns.blue-linux.com (61.219.23.88)
Slave DNS : dns2.blue-linux.com (61.219.23.89)
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[:£:MasterDNS = &% S B F RFgme 2§ 2]
2 e 2
HF- X EARME

32 DNS 4p i & £ 40T @
bind-utils-9.2.2-21
bind-9.2.2-21
caching-nameserver-7.2-7
redhat-config-bind-2.0.0-14

B bind-utils-9.2.2-21 p % host ~ dig ~ nslookup % DNS %33« % 1 £ 2 DNS
12 enlibrary o

m bind-9.2.2-21 p % BIND 9.2.2 1 & fg5¢ o

m redhat-config-bind-2.0.0-14 = B]#;i* s DNS % .1 & o

B caching-nameserver-7.2-7 #& =% @_Caching-Only DNS #1F &3k 24§ °

bind-utils-9.2.2-21 - bind-9.2.2-21 - caching-nameserver-7.2-7 == B & i* - 2_
SRS B U "rpm—ivh £ @4k &L a4 % K& AN
"redhat-config-packages ;| 9 " ¢ FIRE > T XM EE -

HF ¢ #x/etc/named.conf
1€_Master DNS copy H# /etc/named.conf % Slave DNS - #A {5 i& {7 i3 iz - #-type
¢ master :z 3 slave » ¥ 45 T_masters 3 61.219.23.88 -

[root@dns2 ~]# scp 61.219.23.88:/etc/named.conf /etc
root@61.219.23.88's password:
named.conf 100% 1060 1.1MB/s  00:00

[root@dns2 ~]# vi /etc/named.conf
/I generated by named-bootconf.pl

options {
directory "/var/named";
/~k
* If there is a firewall between you and nameservers you want
*to talk to » you might need to uncomment the query-source
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* directive below. Previous versions of BIND always asked
* questions using port 53 »  but BIND 8.1 uses an unprivileged
* port by default.
*/
/I query-source address * port 53;

Y
I
/I a caching only nameserver config
I
controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; };
Y
zone "." IN {
type hint;
file "named.ca”;
Y

zone "localhost" IN {
type master;
file "localhost.zone";
allow-update { none; };

zone "0.0.127.in-addr.arpa" IN {
type master;
file "named.local";
allow-update { none; };

5

HT o ieE 2 FE w2 FHRE Arée r

zone "blue-linux.com" {
bype-master:
type slave;
masters {61.219.23.88;};
file "db.blue-linux-slave";

h

PR e r TR e F N A F ok S 61.219.23.0/24 0 F f# Zone
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File 3 db.61.219.23 */
zone "23.219.61.in-addr.arpa" {
brpe-master:
type slave;
masters {61.219.23.88;};
file "db.61.219.23-slave";
h

include "/etc/rndc.key";

d’ﬁﬁ?f}. ! 2 zx/var/named £ permission

%] %2 Slave DNS ¥_12 named #¥ i» it Zone Transfer - named iz % & * —“Ffﬁ
Ivarlnamed ¥ & Write <7 Permission > i i Zone Transfer f¥ » Slave DNS ¢
#- Master snF L% » var/named P 4p 0 St B 2% named 3 Write <0
Permission -

[root@dns2 ~J# Is -dI /var/named

drwxr-x--- 2 root named 4096 11 * 23 06:21 /var/named
[root@dns2 ~]# chmod g+w /var/named

[root@dns2 ~J# Is -dI /var/named

drwxrwx--- 2 root named 4096 11 * 23 06:21 /var/named

% Fe - Ec#s ¥ ¥k B Zone Transfer .7 = #

[root@dns2 ~J#cd /var/named

[root@dns2 /var/named]# Is

localhost.zone named.ca named.local

M PF R 4 3 B caching-nameserver % i “ii# 13 B AL %

[root@dns2 /var/named]# service named start

Fx#» named: [ =z ]
[root@dns2 /var/named]# Is

db.61.219.23.88-slave db.blue-linux-slave localhost.zone named.ca
named.local

%7 @ B Zone File » & %] 2 » Master DNS # Zone Transfer 1§ & ehie 3t It 2
Zone File "db.blue-linux-slave ; 2 5 % Zone File "db.61.219.23.88-slave | -

f’r—g ﬁ '
2P ( AlexLin ): RedHat $ifg R - iz B IBM Taiwan #jir s #% ¢
= > F Linux ~ AIX ~ WebSphere #pBf it 451 i > 25 RHCX (RedHat
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